AFFIDAVIT IN SUPPORT OF APPLICATION FOR SEARCH WARRANT

I, ICAC (Internet Crimes Against Children) Taskforce Investigator _________, being duly sworn, state the following:

1.
Your Affiant is TITLE AND AGENCY.  DESCRIBE TRAINING AND EXPERIENCE, PARTICULARLY REGARDING COMPUTERS AND ICAC

2.
[USE FOR CHILD PORNOGRAPHY CASE] Based on information set forth within this affidavit, there is probable cause to believe evidence of the offense of Sexual Exploitation of a Minor in violation of section 16-15-405 of the South Carolina Code of Laws, as amended, will be found through a search of the computers and computer related media owned by, used by, or currently in the possession of [SUSPECT’S NAME] located at [ADDRESS TO BE SEARCHED].

2.
[USE FOR CRIMINAL SOLICITATION] Based on information within this affidavit, there is probable cause to believe evidence of the crimes in violation of South Carolina Code of Laws, Chapter 15, Title 16, Section 16-15-342, the offense of Criminal Solicitation of a minor, as it relates to knowingly contacts or communicates with, or attempts to contact or communicate with, a person who is under the age of eighteen, or a person reasonably believed to be under the age of eighteen, for the purpose of or with the intent of persuading, inducing, enticing, or coercing the person to engage or participate in a sexual activity as defined in Section 16-15-375(5) or a violent crime as defined in Section 16-1-60, or with the intent to perform a sexual activity in the presence of the person under the age of eighteen, or person reasonably believed to be under the age of eighteen will be found through search of the computers and computer related media owned by, used by, or currently in the possession of [SUSPECT’S NAME] located at [ADDRESS TO BE SEARCHED].

[3]
SET FORTH FACTS NECESSARY TO ESTABLISH PROBABLE CAUSE


[INSERT BELOW FOR CHILD PORNOGRAPHY CASES]

[#].
Your Affiant knows from training and experience that persons who have possessed and/or disseminated child pornography may have an interest or preference in the sexual activity of minors.  Those who have demonstrated an interest or preference in sexual activity with minors or in sexually explicit visual depictions of minors are likely to keep secret and/or hidden, but readily at hand, sexually explicit images depicting minors.  In some instances, these depictions are actual photographs or images of the suspect’s own sexual activity with past or present child victim.  In some instances, the suspect keeps these depictions as a means of titillating the sexual interests of new minor victims or otherwise lowering the inhibitions of other potential child sexual partners by showing them that other minors participate in this activity.  Still in other instances, the depictions are a means of arousing the suspect.  The depictions tend to be extremely important to such individuals and are likely to remain in the possession of or under the control of such an individual for extensive time periods.  In my training and experience, individuals who view or possess child pornography typically maintain their collections for many years and keep and collect items containing child pornography over long periods of time.  In fact, a person that has this type of material rarely, if ever, disposes or destroys the collection of their sexually explicit images and videos.

[#]
Your Affiant knows from training and experience that persons possessing, disseminating, or creating child pornography generally prefers to store the images and videos which contain a visual representation of a minor engaging in sexual activity in electronic form as a computer file.  

[#]
Your Affiant knows from training and experience that persons trading in, receiving, distributing, disseminating, or possessing images or movies which contain a visual representation of a minor engaging in sexual activity will make copies of those files on their computer’s hard drive or other removable digital media.

[#]
Your Affiant knows from training and experience the computer’s ability to store images in digital form makes a computer or removable media the ideal repository for images or videos which contain a visual representation of a minor engaging in sexual activity.  Even a small portable USB device or a single CD-ROM can contain many images or videos containing a visual representation of a minor engaging in sexual activity.  The images can be easily sent to or received from other computer users on the Internet.  Further, the files may be easily mislabeled or hidden.

[#]
Your Affiant knows from training and experience that persons trading in, receiving, distributing or possessing images involving the exploitation of children or those interested in the actual exploitation of children often communicate with others through correspondence or other documents (whether digital or written) which could tend to identify the origin of these images as well as provide evidence of a person's interest in child pornography or child exploitation.

[#]
Your Affiant knows from training and experience that files related to the exploitation of children found on computers are usually obtained from the Internet using application software which often leave files, logs, or file remnants which would tend to show the exchange, transfer, distribution, possession or origin of the files.

[INSERT BELOW FOR CRIMINAL SOLICITATION CASE]

[#]
Your Affiant knows from training and experience that computers are utilized by preferential sex offenders to communicate with potential child victims for the purpose of or with the intent of persuading, inducing, enticing, or coercing the person to engage or participate in a sexual activity or a violent crime, or with the intent to perform a sexual activity in the presence of the person under the age of eighteen. Computers enable preferential sex offenders to communicate with others and afford anonymity when making contact with children.

[#]
Your Affiant knows from training and experience that computers connected to the Internet can make electronic contact with millions of computers around the world.  Electronic service providers such as Yahoo! and America Online allow communication between users of the systems through, among other means, electronic mail (email), public or private chat rooms, and instant messaging. 

[#]
Your Affiant knows from training and experience that contact with others in chat rooms or other on-line (real-time) formats can be either anonymously open, that is, accessible to everyone who happens to be in that same chat room at the same time, or very private and personal in the form of person-to-person real-time interactive communication. This communication structure is ideal for the preferential sex offender who seeks to communicate with potential child victims for the purpose of or with the intent of persuading, inducing, enticing, or coercing the person to engage or participate in a sexual activity or a violent crime, or with the intent to perform a sexual activity in the presence of the person under the age of eighteen.

[#]
Your Affiant knows that when an individual uses a computer to communicate with potential child victims for the purpose of or with the intent of persuading, inducing, enticing, or coercing the person to engage or participate in a sexual activity or a violent crime, or with the intent to perform a sexual activity in the presence of the person under the age of eighteen the individual’s computer will generally serve both as an instrumentality for committing the crime, and also as a storage device for evidence of the crime. The computer is an instrumentality of the crime because it is used as a means of committing the criminal offense. 

[#]
The computer is also likely to be a storage device for evidence of crime. From my training and experience, I believe that a computer used to commit a crime of this type may contain: chat archives, chat buddy lists, emoticons and avatars; references to the screen names used during chat sessions; any images sent during chat sessions; and other saved, archived, encrypted, or deleted data pertaining to this investigation of Criminal Solicitation of a Minor.

[PUT FOLLOWING IN FOR ALL TYPES OF ICAC CRIMES]

[#]
Your Affiant knows from training and experience that search warrants of residences involved in computer related criminal activity usually produces items that would tend to establish ownership or use of the computers and ownership or use of any internet service accounts accessed to include credit cards bills, telephone bills, correspondence and other identification documents.

[#].
Your Affiant knows that computer hardware, software, and electronic files may be important to a criminal investigation in two distinct ways: (1) the objects themselves may be contraband, evidence, instrumentalities, or fruits of crime, and/or (2) the objects may be used as storage devices that contain contraband, evidence, instrumentalities, or fruits of crime in the form of electronic data. [PUT IN FOLLOWING IF FOR CHILD PORNOGRAPHY] In this case, the warrant application requests permission to search and seize images and/or videos which contain a visual representation of a minor engaging in sexual activity, including those that may be stored on a computer. These images and/or videos constitute both evidence of crime and contraband. Your Affiant believes that, in this case, the computer hardware is a container for evidence, a container for contraband, and also itself an instrumentality of the crime under investigation.  [PUT IN FOLLOWING IF FOR CRIMINAL SOLICITATION] In this case, the warrant application requests permission to search and seize evidence related to the crime of criminal solicitation of a minor, including but not limited to evidence of chats, emails, data communicated, images sent, avatars, or screen names involved in the criminal solicitation.  Your Affiant believes that, in this case, the computer hardware is a container for evidence, and also itself an instrumentality of the crime under investigation.

[BELOW IS USED FOR ALL SEARCH WARRANTS RELATED TO A COMPUTER]

A.
Based upon my knowledge, training, experience and information related to me by others involved in the forensic examination of computers, your Affiant knows computer data, in whatever form, can be stored on a variety of system and storage devices including hard disk drives, removable drives, floppy disks, compact disks, DVD disks, magnetic tapes, and memory chips.  Further, data is easily transferable from one computer system to another or from a computer system to external storage devices such as a compact disk or DVD disk.  As a result, data originally on one computer system or storage device may now reside entirely on another storage device.

B.
Based upon my knowledge, training, experience, and information related to me by others involved in the forensic examination of computers, your Affiant knows persons who use personal computers in their homes tend to retain their personal files and data for extended periods of time, even if a person has replaced, traded in, or upgraded to a new personal computer.  Routinely, the information stored on the old computer is transferred to the new computer.

C.
Based upon my knowledge, training, experience and information related to me by others involved in the forensic examination of computers, I know effective searches and seizures of evidence from computers commonly require law enforcement officers to seize most or all computer or electronic items (hardware, software, and documentation) to be processed later by a qualified computer forensic expert in a controlled environment.  This is true because of the following:

1.
The volume of data stored on computer storage devices (hard disks, diskettes, tape, removable media) makes it highly impractical to conduct an on-site search.  Computer storage devices can store the equivalent of millions of pages of information.  One gigabyte of storage space may hold approximately 500,000 double-spaced pages of text.  Computers frequently contain hard drives with 500 gigabytes to one terabyte or more of storage.

2.
Computer users may attempt to conceal evidence in computer systems and storage devices through numerous means including storing it in random order with deceptive file names, encrypting files, or hiding files and directories.  For example, files with an extension of “.jpg” are typically image files, while files with an extension of “.txt” are typically text files.  However, a user can change the “.jpg” file extension to “.txt” when saving the file to conceal the image and make it appear that the file contains only text.  The directories or subdirectories that contain these files may also be hidden from normal view.  

3.
Special forensic software is required to detect these hidden directories and verify the contents of files.  This requires that searching authorities examine all the stored data to determine whether it is included in the search warrant. This sorting process can take weeks or months, depending on the volume of data stored.  This would make it impractical to attempt this kind of forensic analysis on site at the time of search warrant execution.

4.
Additionally, based on my knowledge, training, and experience, including the experience of other agents with whom the Affiant has spoken, your Affiant knows computer files or remnants of such files can be recovered months, or even years, after they have been downloaded onto a hard drive, deleted or viewed via the Internet. Electronic files downloaded to a hard drive can be stored for years at little or no cost. Even when such files have been deleted, they can typically be recovered months or years later using readily available forensics tools. When a person “deletes” a file on a computer, the data contained in the file does not actually disappear; rather, that data remains on the hard drive until it is overwritten by new data. Therefore, deleted files, or remnants of deleted files, may reside in free space or slack space-space on the hard drive that is not allocated to an active file or that is unused after a file has been allocated to a set block of storage space-for long periods of time before they are overwritten. In addition, a computer's operating system may also keep a record of deleted data in a “swap” or “recovery” file.  As the capacity of computer systems and storage devices increases each year, the likelihood previously “deleted” data has not yet been overwritten and is recoverable also increases concurrently.  Evidence of the crime stored in a computer system may be recovered even after the passage of time and, in some instances, even after a deliberate attempt to destroy it.

5.
Similarly, files that have been viewed via the Internet are automatically downloaded into a temporary Internet directory or “cache.” The browser typically maintains a fixed amount of hard drive space devoted to these files, and the files are only overwritten as they are replaced with more recently viewed Internet pages. Thus, the ability to retrieve residue of an electronic file from a hard drive depends less on when the file was downloaded or viewed than on a particular user's operating system, storage capacity, and computer habits.

6.
If a computer has contacted an Internet website, the website may have transmitted a “cookie,” which is a computer code logged into the receiving computer.  The “cookie” enables the website owner or administrator to know if that particular computer system has previously visited the website.  The “cookie” may be associated with specific files downloaded from the Internet.  Further, analysis of the “cookies” on a computer system may provide evidence of the sites visited on the Internet, files downloaded from the Internet, and when the computer activity occurred.

7.
Searching computer systems for criminal evidence is a highly technical process requiring expert skill and specialized equipment in a properly controlled environment.  Searching computer systems requires the use of precise, scientific procedures which are designed to protect the integrity of the evidence and to recover “hidden,” erased, compressed, encrypted or password-protected data. 

8.
Since computer evidence is extremely vulnerable to inadvertent or intentional modification, tampering, or destruction from both external sources or from destructive code imbedded in the system in the form of a “booby trap,” the controlled environment of a forensic laboratory is essential to its complete and accurate analysis.

9.
Computer evidence is extremely vulnerable to tampering or to destruction through error, electrical outages, and other causes, and that removal of the system(s) will assist in retrieving the records authorized to be seized, while avoiding accidental destruction or deliberate alteration of the records.  It would be extremely difficult to secure the system on the premises during the entire period of the search.  A precise examination of the computer system requires the seizure of related peripheral equipment, including but not limited to printers, external memory storage devices, modems, etc.

10.
In order to fully retrieve data from a computer system, the forensic analyst needs all magnetic storage devices, as well as the central processing unit (CPU).  In some cases, where the evidence may consist of graphic files, the monitor and printer are also essential to show the nature and quality of any graphic images, which the system could produce.  In addition, the forensic analyst needs all the system software (operating system, applications, and hardware drivers), which may have been used to retrieve, store, create, or transmit the data.  In addition, there is probable cause to believe that the computer and its storage devices, the monitor, keyboard, modem, printer, as well as all internal and external storage devices are all instrumentalities of the crime of INSERT CRIME AND STATUTE HERE.

11.
In order to conduct a proper forensic analysis of the computer system, software documentation, diskettes, manuals, notes, passwords, and any related materials, whether paper or other forms of record must also be seized to accurately obtain and copy the records authorized with minimal intrusion and to lessen the likelihood of damage to non-pertinent files or equipment.


Affiant


Signature of Judge

